System Administration: Monitoring, Diagnosing, and Repairing 

Eric Anderson 

We first describe the general goals of system administration explaining the relationship to monitoring, diagnosing, and repairing (MDR). Then, we describe the functional and environmental concerns for a MDR system, and use these concerns to explain how previous approaches have failed to fully address the problem. Next, we describe the major pieces of our approach, and identify the research questions associated with each piece.  Finally we present a method for testing the system when it is created.

Introduction

We believe that by improving system administrators ability to monitor, diagnose, and repair the systems that they manage that we will be able to either reduce the number of administrators needed to manage a large system or improve the quality of service provided. We first present an overview of system administration goals and sow how a MDR system supports each of these goals. We then explain the functional pieces and environmental constraints that influence the design of our system.  Given that framework, we show the problems with previous systems.

Our contribution is divided into six key pieces: 

· scalability and fault-tolerance through the use of replicated, semi-hierarchical, independent data storage nodes;

· a de-coupling of data storage from data gathering, and the use of a self describing schema to improve extensibility;

· an end-to-end approach self-monitoring approach to reduce the chance that our system exhibits bizarre failure modes;

· the use of aggregation, and high-resolution color displays to increase the amount of data displayed per pixel; 

· the use of self-configuration so that site specific constants are automatically derived, and relevant variables are identified by the system through examples; and

· Secure user or administrator specified group repairs.

As we explain the pieces of our contribution, we identify the various research questions associated with each part, note which ones will be solved in this thesis, and note which will be left for future research.  Finally, we explain our methodology for testing the system, and present our conclusions.

System Administration Goals

The following list describes the general goals of system administration. The goals which are most related to monitoring, diagnosing, and repairing are marked in bold. Partially related goals are marked in italic.

High-Level Goal: Support cost-effective use of the computer environment through:

Goal
Relation to Monitoring, Diagnosing, and Repairing

recovery from non-malicious errors or failures
To recover from errors and failures requires all three pieces of MDR. Since we would like to avoid involving the administrator in every repair, we want automatic repairs of some problems. 

accounting and planning 
To understand how the system is currently being used, and to predict when upgrades will be needed, the system needs to be monitored so that usage patterns can be understood.

high availability for all users (fault tolerance)
To prevent problems requires detecting and diagnosing them before they happen. Repairing problems after they have occurred can at least improve the general level of availability.

uniform environment for most users
To eliminate random environmental differences due to failures and performance problems requires detecting and fixing those problems.

high performance for all users
To achieve high performance requires understanding when the system is not performing as well as expected.

custom environment for special machines and users
Custom environments need to be maintained, and are often the special nodes most critical to overall functioning of the environment.

protection from malicious outsiders
A system which supports repairs should not open additional avenues for attacks on the system.

training for computer users
It is easier to train users on a environment without problems.

compliance with legal requirements
A monitoring system should not accidentally leak sensitive information.

Monitoring, diagnosing, and repairing (MDR)

Monitoring, diagnosing, and repairing  comprise three coherent pieces of a system to address the goals marked above. A MDR system should significantly improve recovery from non-malicious errors,  without weakening the system along any of the other lines. Since the MDR system is recording all of the statistics, it is natural to have it handle accounting and capacity planning problems that are analogous to the short term problems normally addressed in such a system. 

Monitoring allows administrators to watch the system, and how it is behaving.  Monitoring can answer one of the traditional questions from management — “how is our system being used?”  Diagnosing builds on monitoring, and helps administrators determine when they have a problem, and understand a problem once they have identified it. Repairing is the last step in the cycle, wherein the administrator eliminates the problem and then goes back to monitoring the system for future problems. 

Our goal is to automate and assist in the steps of monitoring, diagnosing and repairing problems.  In the long term, we would like to develop systems which are resilient to faults, thereby eliminating the user-perceptible loss of service while the error is being repaired. In the short term, we would like to detect and automatically fix the problems as quickly as possible.  We would also like our system to be useful for users who want to know what the system looks like and what it is doing, or wish to monitor their own programs.

Functional pieces to solving this problem

· Statistics and information from the system have to be gathered and stored.

· The statistics have to be analyzed to determine expected values and dispersions.

· Someone (administrators, users, or managers) can be notified of the problem.

· Administrators and users may visualize the statistics and information.

· The problem can be automatically fixed or the administrator can specify repairs.

Environmental Constraints

· Monitoring and diagnosing often needs to occur when the system is behaving extremely badly.  This means a system to solve the problem needs to be extremely fault-tolerant.  Post-mortum analysis should also be supported so that future problems can be handled better.

· The system environment is inherently changing.  This means that any system will need to be extensible.  For example, a system built five years ago would be unlikely to include support Web server or mbone statistics; however, most sites now have at least one web server, and many take advantage of the mbone.

· Problems can occur on many time-scales. There are short term problems with device failures and transient overload, and long term problems requiring expansion of the system to handle increases in usage.

· Systems are growing very quickly, and can be distributed over a wide area.  Sites with thousands of nodes in them are not uncommon (Soda Hall itself has about 2000 pingable nodes). Moreover, the expectation is that these sites will be heterogeneous.

Previous Systems

The most closely related work is TkIned [Schö93].  TkIned is a monolithic system which can gather and display data using Tk on the screen. It provides a very nice tool for learning the network topology and displaying it on the screen.  It has an extensive collection of methods for gathering data pre-programmed into the distribution.  Because it is distributed with complete source code, it can be extended to handle additional types of data, however it is primarily directed at network infrastructure statistics.  Since the data is not accessible outside of the TkIned program, external modules have to be repeat the gathering process.  Similarly, it does not support storing information for trend analysis or to learn expected values.  It only supports notification through the window interface, which requires an administrator to see that something looks broken.  It only provides simple support for visualization and lacks a notion of aggregation to increase the information shown on the screen. It has no support for automatic repairs.  Because of the monolithic structure, it may not perform well under adverse conditions, and it has no support for post-mortum analysis.  Finally, the centralized structure limits its scalability.

Another approach to system monitoring is the pulsar system [Fink97].  Pulsar uses distributed programs (pulse monitors) which measure a statistic and determine whether it is within some particular set of hardcoded bounds.  The distributed programs then contact a central display server and report the information to the display server.  Pulse monitors are expected to run infrequently.  The system has the advantage that it is distilling the raw information that would otherwise be reported.  Also, it can be extended by just adding additional pulse monitors, which requires no modifications to any of the existing programs. There is a very weak notion of having another program contact the central server to download all of the currently reported information, but this does not have any notion of complicated queries, and is obviously not fault-tolerant. Pulsar has most of the disadvantages that weakened the TkIned program.  It also has the disadvantage that all of the constants in the pulse monitors needs to be configured by the administrator.

The HP Dolphin research project [Dolphin96], which has been partially turned into the HP AdminCenter product attempts to handle the problem of explaining the cause of various failures in systems.  It uses a rule based system to show dependencies in services.  For example, to be able to print, a user needs a default printer, appropriate print daemons, and the printer needs to be working.  Dolphin will gather information via SNMP [Case90] or RPC [Sun86].  The information is stored in a proprietary internal format, which can be accessed through the user interface provided.  Dolphin uses a hierarchical, object-oriented structure for its internal data.  The AdminCenter product removed the extensibility from the system in the first release but extensibility will return in a future release.  Dolphin addresses the method for displaying and extending a rule based system very well.  They unfortunately did not put in any support for performing automatic repairs based on the rules.  Dolphin, as with the other systems only addresses a small subset of the total problems and its architecture does not support the other necessary pieces of the solution. It also does not support very many machine types.

SunNet Manager [SNM] is an example of traditional SNMP based network monitoring programs.  It provides some support for extensibility — allowing other companies to write complete drop in modules.  It only supports data gathering through SNMP, but does a good job of letting administrators navigate through the information available in that way.  As of SNMP version 2 [Case96], there is some support for multiple monitoring stations to communicate with each other.  As with most of these systems, it has poor fault-tolerance and scalability properties.  Furthermore its architecture is not easily extensible.

The buzzerd system [Hard92] provides very simple ways of gathering information, but quite flexible support for controlling notification through pagers.  They have a central server which is contacted by remote monitoring daemons to add potential pages of administrators.  Each monitor generates messages with severity, host, and monitor tags.  This information is then sent via a modem dialout to people who are on call.  Recipients of pages can limit when they will be paged as well as how frequently.  They also provided support for users to place pages into the system.

The Priv [Hill96], and Sudo [Mill97] systems provide various forms of support for control over the programs that various users can execute.  They support different types of configurations.  Priv has a complex format for specifying valid arguments.  Sudo has a simple configuration file that supports control over commands that can be executed.  Igor [Pier96] supports remote execution of commands, and has a nice approach for summarizing the information, but has no support for security. Exu [Ramm95] provides support for executing commands on remote systems and has support for security through its use of Kerberos [Stei88], but it has weak support for easily giving rights away to various people, and its implementation is tied to Kerberos, which is not easily installed or widely deployed. 

A number of other systems [Simo91, Ship91, Hans93, Scha93, Seda95,Walt95, Apis96] show variants on the systems described above. Some of them have very complicated subsystems for statistics gathering, and they vary on whether the gathering happens from a single node, or happens on remote nodes and is sent to a single node.  A few of them provide some form of notification other than someone looking at the values on a screen.  As a group, they therefore have a similar set of problems to the systems described previously.

Our Contribution

Our contribution is both the framing of the MDR problem as described above, and a system to address the MDR problem. We will first summarize the key pieces to our approach, then we will examine the architecture of the system, and finally we will expand the explanation of the key pieces. During the expansion, I will identify various interesting research questions. Some of them I plan to answer, some of them I don’t expect to have time to answer.  Others I will answer if there is sufficient time or if the simpler approach is not sufficient. The last group I expect to partially answer, but don’t expect to be able to sufficiently explore.  Each research question identifies which class it fits into.

Key Pieces to out Approach:

1. We address scaling and fault tolerance in both the local and wide area through our use of replicated, semi-hierarchical, independent data storage nodes.  We are considering aggregation of information in order to further reduce the bandwidth and computation needs. 

2. We de-couple data gathering from data usage, and then use a self describing schema for extensibility in our system.  This means that new data types and their associated aggregation and visualization functions can be easily added to the system. In addition, users of the system can get descriptions of data that was added by other people.                         

3. We take an end to end approach in guaranteeing that the system is functioning correctly to help the end user verify that all the other parts of the system are working. In addition, we will use internal cross-monitoring to help eliminate the traditional problem of “who watches to watchers?”

4. We use aggregation and take advantage of high resolution color displays in the visualization process in order to increase the amount of data stored per pixel.

5. We are building self-configuration into our system so that site specific constants don’t have to be entered by an administrator, and so that the system can learn which values when out of bounds indicate that there is actually a problem.

6. Secure user specified group repairs so that fixes can be applied across an entire set of machines.

Architecture:
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Figure 1 shows the logical structure of our MDR system. The sections after the figure will examine some of the pieces of the architecture in more detail.  

Replicated, Semi-Hierarchical, Independent Data Storage (Key Piece 1)

Our system uses a logically centralized, but physically distributed data repository for all of the information and statistics that are gathered about the system.  Traditional system have tied this piece into one of the other modules that we have described, dramatically reducing their extensibility. Our decision to separate out the data storage, and to use an SQL[Cham76] database, starts to make our system easier to extend (key piece 2) However, in order to achieve key piece 1, which is to have a fault-tolerant, scalable system, we can not simply run a single central database. Therefore, we use the structure similar to the one shown in Figure 2. By having a single database running on each node, we can keep that database totally independent of the rest of the system.  Gathered information gets put directly into the per-node database. Then a merging process runs at the higher levels.  The merger selects data from the child databases and puts that information into a cache.  Obviously the structure described in Figure 2 could be extended so that the hierarchy is deeper. 

In order to identify the freshness of data in the caches, we are keeping timestamp information associated with each of the rows stored in the database.  We believe that an optimal system would have all of the information constantly up to date stored in the top level caches.  However, it is not clear that this will be viable in the actual implementation.  Therefore, the merging process which connects the database may choose to update the cache less frequently than the sub-databases are updated.  Alternately, only values which have changed a great deal could be updated.  Either of these approaches would decrease the load placed on the network and machines by the databases and merging processes.  Notice that programs are always able to directly contact an individual cache or database to get more fine-grained information since the interface is identical. If we can get access to machines distributed across the wide area, then we may also examine using compression to further increase the efficiency of the data updates.

We are using a relational database[Codd71,Hugh97] for the underlying data storage at each node.  This allows us to leverage the experience in the database community that relational databases are able to support a vast number of different types of data storage needs, and that the SQL language is sufficient to express most queries over that data. We observe that the transition from SNMP, RPC, and other ad-hoc query methods to structured relational tables is similar to the transition in the database world in the 1970-1980’s.

Some of the research questions in designing this piece of the system are: 

· What additional support needs to be in a database to keep the data in the caches reasonably up to date, but not cause the data to be inaccessible in case of extreme failures? (Will answer this)

· How can the information gained from the statistics analyzing portion of the MDR system be used to reduce the amount of data  propagated up the tree? (May answer this)

· How can compression and batching be used in order to reduce the bandwidth requirements of the MDR system in the wide-area? (May answer this)

· Would the extensions to relational databases (Object relational [Ston91], or Object Oriented[Haas90]) be useful in a system administration context? (Don’t expect to answer this) 

· Can the gathering and caching protocols adapt based on the queries which are currently being asked of the system? (Don’t expect to answer this)

We have already begun addressing the first question in our MDR prototype. To support keeping the caches reasonably up to date, but avoid inaccessibility problems, we require timestamps on the data, a flag indicating if a particular row is active (to handle deletes), and access to the database’s current timestamp.  We also assume that there is a subset of the columns in each table which will uniquely identify each row.  We expect to add a field that indicates which database contains the authoritative copy of the data to handle the situation where a database is down, and the merging process restarts. 

Self-describing schema to make the system extensible

The previous section described how we de-coupled the data gathering from data storage, and how we plan to make the data storage system scalable and fault tolerant. However, this still does not address the structure of the data when it is stored. To achieve extensibility of the rest of the system, we make our tables self describing in two ways.  First, the tables include descriptions intended to explain to humans how the data is stored and what it means.  For example, a table on CPU information could explain what the various states for the CPU (User, System, I/O wait, Idle) mean, and could explain how the values are measured. Second, the tables include machine understandable sections to allow programs to improve their manipulation of the data.  For example, to increase the efficiency of the caching daemons, the table description indicates which of the columns identify a particular resource, and which of the columns are statistics about that resource.  Also, the table description includes code for calculating historical summaries of the data, and code for displaying or graphing the data for the user.  This allows the system to be extended after it has already been built to handle radically different data types.  For example, the system could be extended to support process information, which is summarized by storing the amount of CPU time and number of jobs run by each user, and is displayed by showing a table of all active users, and the number of processes they have running.

Some of the research questions in designing this piece of the system are:

· Will users be able to easily integrate their programs into the MDR system so that they can be monitored along with other traditional metrics of system performance? (Will answer this)

· What is the best way to handle multiple display systems (Web, Java, Perl/Tk, text) in a single set of descriptions? (Will partially answer)

· How much needs to be in the table description so that humans are able to reasonably understand the information stored in the database? (Will partially answer)

· Should the data be stored in a narrow (one dependent value per row with an additional selecting column), or should the data be stored in a wide (many dependent values per row)? (Will partially answer)

· Is there an alternative to the relational table structure that would better support the self-descriptive nature of the data tables? (Do not expect to answer this)

 End to end reliability to ensure correct operation

Given that the system is expected to operate under extremely adverse conditions, it is very important that the monitoring and diagnosing system does not become just another piece of the system which fails regularly and has to be fixed by the administrator.  Moreover, a failure in monitoring and diagnosing will often indicate some larger problem such as a node or network link failing.  Therefore, we want the system to guarantee in some form end-to-end reliability for its operation.  For example, for information being displayed on the screen, we would like the visualization system to constantly update some value (such as a clock) so that the administrator will know that end visualization system is still functional.  The visualization system can then monitor the other pieces of the system to verify that they are still functioning and if they fail display that information to the administrator.  This can be done by the end system checking that data is being regularly updated and that the various tools for analyzing the data are still running.  When the administrator is only connected via a pager, this problem is more challenging. There is no easy way to show the administrator that the connection between the pager and the system is still working.  However, once smarter end nodes are made available (smart phones for example), they too could display the simple signal of everything is still working provided they receive updates from the MDR system.

Research questions for this piece of the system include:

· How much cross checking is required to support bad failures? Is dual redundancy sufficient, or is more necessary? (Will partially answer this)

· Are timestamps sufficient for checking that the source gathering, and other pieces of the system are still functioning, or does the end station need to poll the data sources? (Will partially answer this)

· How can the administrator be moved into the end-to-end loop? (May answer this)

· What support is needed on an end node to move end-to-end checking to that node?  Are smart phones sufficient? (Do not expect to answer this)

Aggregation to maximize the amount of information per pixel

Since we are targeting a system with hundreds to thousands of nodes, we have two approaches to being able to display this much information on the screen at a single time.  First, we believe that we can automatically detect when parameters in the system have gotten out of bounds.  Combined with the automatic identification of which statistics are most relevant, we expect that this part of the system will identify the important problems in the system.

However, a second usage of the system is to just get an overview of how things are working.  For this we plan to use two approaches.  First, we plan to take advantage of the high-resolution, color displays that are available on almost all computers now.  Second, we plan to aggregate the statistics across machines and across values in order to increase the amount of information displayed. Figure 3 shows both of these forms of aggregation in use as one of the statistics displayed is a machine utilization statistic, and all of the statistics use color (red = group down, green = group up), fill (more = increased utilization), and shade (darker = more variance) to display the information about the 100 machines in the Berkeley NOW cluster. 

We use fill, shade, and hue to maximize the amount of information displayed in a single pixel.  Fill easily translates into numeric information as the area filled naturally corresponds to a linear scale.  Similarly, shade (from gray to colorful) can correspond to a linear scale.  Hue (color) does not as naturally correspond to a linear scale, but can be used to identify important items on the screen. Since we know that the human eye can distinguish about 380,000 colors [SigGraphHSV], we have a lot of flexibility for displaying information using colors.  However, [Murc84] cautions against using too many different colors because that can tire out the eye.  We therefore have to balance these two opposing concerns. Tufte’s books on displaying quantitative information [Tuft83, Tuft90, Tuft97] provide guidance for maximizing the amount of information displayed per printed glyph.  We believe that we can synthesize similar ideas for use of displaying statistics on the computer screen. 

Statistical aggregation provides a second way to increase the amount of information displayed.  For example, we can calculate the average across a set of values and display that on the screen.  If we also calculate the standard deviation, we can use the shade to indicate the value of the standard deviation.  In addition to aggregating the same values across a set of sources, we can also aggregate multiple values into a single value.  For example, we could combine the metrics of CPU, disk, and memory usage into a single metric of “machine utilization.”  This single metric would display a more general view of the system, and would hence provide an overview which could then be more deeply examined.  It is likely that we will draw on some of the ideas from databases [Gray95], and scientific visualization.  For example, a recent visualization of the Myrinet computer network in the Berkeley NOW helped identify that the network was not constructed the way that had been intended.

The research questions involved in this piece include:

· For various types of display methods (strip charts, dials, graphs), how well do they perform in the measurement of data points/pixel? (will answer this)

· Are the various interfaces (standalone, Java) usable for understanding the system? (will answer this)

· Are the standard aggregates (average, median, min/max), and dispersion metrics (standard deviation, SIQR, range) sufficient to make large numbers of numbers understandable? (will partially answer this)

· How many colors and shades can be safely used before people become overloaded? (will partially answer this)

Self configuration of constants, learning of relevant statistics.

We have two goals for our self configuration.  First, we want the system to eliminate all of the various hard coded constants that have existed in previous systems to indicate when something is out of bounds. Second, we want the system to identify which of the various statistics (when out of bounds) indicates a problem.

Handling the first part is simple, as the statistics are gathered, we calculate averages, standard deviations, and burst sizes, and other statistical measures [Jain91].  One complication that is likely to arise is that many of the measurements will probably be self-similar [Lela94].  This means that there will be bursts at all time-scales, and that the load will fluctuate greatly over many time-scales.  However, given that previous SA systems have just used hard coded constants, and that other non-SA systems have successfully used adaptation [Jaco88,Karn91, Brak95], we believe that it should be possible to have our system automatically adapt.

The second part is more complicated.  We wish to have the MDR system identify which of the variables are most relevant to showing that the system will not be functioning.  This will help the administrator focus in on the important statistics.  One possibility is to give the MDR system examples of when the computer system is “working”, and when it is “not working” by having the administrator or users indicate when they believe there is a problem, and letting the MDR system assume that at other times the monitored system is performing correctly. 

A theoretical model for this was proposed in [Vali84], and specific cases [Litt89] have been shown to be learnable in polynomial time. In particular, Boolean disjunctions are learnable.  Given a series of examples, the computer can learn that the function will be true if some of the various variables are true.  Since many system administration problems fit into this category (the server is not useable if it is down or if the network is unavailable, or if the service is overloaded), we believe that this form of learning may be sufficient, especially since the output of the learning algorithm is the actual function learned, and the algorithms can produce on-line approximations.  

Since some of the examples presented to the system may not be correct, we need the algorithm to deal with errors.  It has been shown that Boolean disjunctions are still learnable with random errors [Sloa89], and some work has been done to show that they are learnable with a malicious adversary misclassifying examples [Ande94].  It is our hope that the examples presented to the system will be sufficient for the system to learn in a small number of examples.

The research questions associated with this piece include:

· Are the statistical values calculated sufficient to identify when a measured value has gone out of bounds? (Will answer this for values gathered)

· Are the examples presented to the system sufficiently accurate that it can learn which values are relevant? (Will answer this)

· Are more complicated functions a better approximation of whether the system is working or not? (May answer this)

· Can failures be predicted before they occur by looking at soft failures? (Will not answer this)

Secure user specified group repairs

We would like to combine the work shown in the Igor, Priv, Sudo, and Exu systems in order to have group operations over a set of machines, however we do not want to tie ourselves to a single cryptographic implementation which may become insecure. Therefore, we are implementing a library that provides abstractions to the user of principals (hosts, users), and properties (signed, sealed, verifiable) and abstracts away many of the details of key management, and algorithmic concerns.  We will use this in combination with a run-time extensible language such as Java [Gosl95], Perl[Wall96], Tcl[Oust90], or Scheme[Clin91] to support secure remote execute of fine-grain actions.  In order to support delegation of rights, so that the administrator does not have to be involved in all repairs, we plan on creating network transferable capabilities using public key cryptography [Schn96]. Finally, the programs executing on the remote nodes will return their information through the use of the monitoring databases on each node. This will help integrate the group repairs into the entire system.

The research questions associated with this piece include:

· Can the underlying security library take advantage of the various algorithms and key distribution mechanisms in place now? (Will partially this)

· Do the transferable capabilities allow the administrator to be safely removed from making repairs (Will partially answer this)

· What support can be given so that repair functions are easy to create and idempotent? (Will partially answer this)

· Should repairs specified over a group be saved and applied to machines when they reboot? (Do not expect to answer this)

Testing Plan

We have three major approaches to testing our system: fault injection, feature comparisons, and actual experience.  To rigorously test the MDR system we plan to deliberately make pieces of the monitored system slow or broken.  We will then measure whether the MDR system identified to problem, and successfully notified an appropriate person.  If the MDR system was supposed to repair the problem, we will verify that it actually did.  We would like to use a distribution of faults that is representative from the faults found in real systems.  If we can gather enough information on this distribution, then we will use it, but otherwise we will talk to various administrators to identify which faults they tend to see.

A second form of testing is a feature comparison. Here we will examine the various systems available in the literature and on the marketplace, and compare them to our system using a list of features or expected test cases.  The related work section in this paper has already identified a number of problems with existing systems.

The third form of testing is actual experience.  We plan to use the system on a day-to-day manner to help manage the NOW.  From this we will gain experience with how the system performs, and whether it identifies the problems we have.  A few other people at Berkeley have expressed interest in being able to use the MDR system to help them monitor systems they are developing.  We also plan to distribute the software to various administrators around the world.  This will allow us to gain information about how the MDR system performs in other environments besides our academic one.  Outside experience also lends credibility to the statement that the system is solving real problems.

Conclusion

We have presented the design and description for a system to address the problem of monitoring, diagnosing, and repairing.  We have shown how the knowledge gained in other fields may be synthesized and applied to the problems found in system administration.  We have identified a number of functional and environmental concerns to influence and constrain the design of our system.  We have shown a number of key pieces which are significant innovations over the previous designs.  Finally, we have presented a reasonable method for testing and evaluating the designed system.
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Figure 1 — Architecture of  the MDR system. At the center is the data repository which allows all of the agents around the edges to rendezvous with each other to read and modify the information about the system. Users and administrators will  typically interact through either the diagnostic console, the long term graphing modules, or indirectly through the notifier.





Figure 2 — Physical structuring of the data repository.  Per-node databases increase fault tolerance, mid level caches improve scalability, and top level caches provide a centralized location for user queries.





Figure 3 — Screen dump of the standalone diagnostic console.  Notice how the fill and shade for the middle two nodes indicates that the rightmost node is more used, but the usage is more balanced.  All of the nodes are aggregates of ten of the nodes in the NOW system. Note it may be hard to see some of variations given the non-color nature of the printout.
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